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POVERTY 

(Mr. PITTS asked and was given per-
mission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. PITTS. Mr. Speaker, it has been 
more than 50 years since President 
Johnson declared war on poverty. I 
don’t doubt that President Johnson 
had good intentions, but intentions 
don’t win wars, and poverty is a stub-
born opponent. Fifteen percent of 
Americans still live below the poverty 
line, after trillions spent by the gov-
ernment. 

In December, I brought together 
community leaders and national ex-
perts to discuss how we can reinvigo-
rate the city of Reading and other cit-
ies in the 16th District of Pennsyl-
vania. From this conference, we are 
moving forward to get institutions to 
work together strategically and think 
differently about attacking the prob-
lem. 

Government at every level and com-
munities leaders need to cooperate and 
make sure there are opportunities to 
start new businesses and attract more 
development. 

Perhaps most importantly, we need 
smart strategies to help kids get a 
good education. This has to include 
building strong families, since statis-
tics show that children raised by only 
one parent are far more susceptible to 
temptations of drugs and gangs and 
other problems. 

It is time we rethought our strategy 
and rededicate ourselves to try helping 
needy Americans by removing barriers 
for wealth creation. 

f 
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UNEMPLOYMENT INSURANCE 
EXTENSION 

(Mr. VARGAS asked and was given 
permission to address the House for 1 
minute and to revise and extend his re-
marks.) 

Mr. VARGAS. Mr. Speaker, I rise 
today to urge my colleagues to extend 
the critical unemployment insurance 
lifeline to the 1.3 million Americans 
who have already lost coverage. 

Tragically, another 1.9 million Amer-
icans are set to lose benefits over the 
first 6 months of this year if we do not 
act. In California alone, over 214,000 
people have already lost their unem-
ployment coverage, including 19,000 
people in San Diego County and 3,500 
people in Imperial County. 

Approximately 326,000 more Califor-
nians stand to lose their coverage in 
the first 6 months of 2014. With unem-
ployment unacceptably high, now is 
not the time to take money out of the 
pockets of those who are struggling. 

For jobless Americans, unemploy-
ment benefits are used to purchase 
basic lifeline needs like food and shel-
ter and immediate necessities. The 
time is clicking. Let’s do the right 
thing. 

HEALTH EXCHANGE SECURITY 
AND TRANSPARENCY ACT OF 2014 

GENERAL LEAVE 
Mr. PITTS. Mr. Speaker, I ask unani-

mous consent that all Members may 
have 5 legislative days to revise and ex-
tend their remarks and to include ex-
traneous material on H.R. 3811. 

The SPEAKER pro tempore (Mr. COL-
LINS of Georgia). Is there objection to 
the request of the gentleman from 
Pennsylvania? 

There was no objection. 
Mr. PITTS. Mr. Speaker, pursuant to 

House Resolution 455, I call up the bill 
(H.R. 3811) to require notification of in-
dividuals of breaches of personally 
identifiable information through Ex-
changes under the Patient Protection 
and Affordable Care Act, and ask for 
its immediate consideration in the 
House. 

The Clerk read the title of the bill. 
The SPEAKER pro tempore. Pursu-

ant to House Resolution 455, the bill is 
considered read. 

The text of the bill is as follows: 
H.R. 3811 

Be it enacted by the Senate and House of 
Representatives of the United States of America 
in Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Health Ex-
change Security and Transparency Act of 
2014’’. 
SEC. 2. NOTIFICATION OF INDIVIDUALS OF 

BREACHES OF PERSONALLY IDENTI-
FIABLE INFORMATION THROUGH 
PPACA EXCHANGES. 

Not later than two business days after 
the discovery of a breach of security of any 
system maintained by an Exchange estab-
lished under section 1311 or 1321 of the Pa-
tient Protection and Affordable Care Act (42 
U.S.C. 18031, 18041) which is known to have 
resulted in personally identifiable informa-
tion of an individual being stolen or unlaw-
fully accessed, the Secretary of Health and 
Human Services shall provide notice of such 
breach to each such individual. 

The SPEAKER pro tempore. The gen-
tleman from Pennsylvania (Mr. PITTS) 
and the gentleman from New Jersey 
(Mr. PALLONE) each will control 30 min-
utes. 

The Chair recognizes the gentleman 
from Pennsylvania. 

Mr. PITTS. Mr. Speaker, I yield my-
self such time as I may consume. 

Mr. Speaker, in the days leading up 
to Christmas, hackers stole millions of 
credit card numbers from the servers of 
retail giant Target. I imagine that at 
least a few here in this Chamber may 
have had their own credit cards re-
placed to prevent theft. 

What if Target had not bothered to 
tell anyone? 

What if they had waited until people 
noticed fraudulent charges popping up 
on their statements? The damage 
would certainly be worse. 

It may shock some people to learn 
that there is no legal requirement that 
the Department of Health and Human 
Services notify an individual if his or 
her personal information is breached or 
improperly accessed through the Af-
fordable Care Act’s exchanges. 

While HHS has said that it will no-
tify individuals in such a case, the 
American people have a right to know 
that their government is required by 
law to contact them if their personal 
information is compromised. 

H.R. 3811, the Health Exchange Secu-
rity and Transparency Act, would sim-
ply ensure Americans receive notifica-
tion from HHS when their personally 
identifiable information has been com-
promised through the exchanges. Spe-
cifically, the bill requires HHS to no-
tify individuals no later than two busi-
ness days after discovery of a breach of 
an exchange system. 

Since the disastrous rollout of the 
healthcare.gov Web site, congressional 
oversight has uncovered that end-to- 
end security testing of healthcare.gov 
did not occur before the October 1 
launch, and that high-ranking adminis-
tration officials were told of the secu-
rity risks before the Web site went live. 

Teresa Fryer, the chief information 
security officer for the agency running 
the exchange system, even stated in a 
draft memo that the Federal exchange 
‘‘does not reasonably meet security re-
quirements’’ and ‘‘there is also no con-
fidence that personal identifiable infor-
mation will be protected.’’ 

A recent article in Information Week 
discussed a report released by Experian 
entitled ‘‘2014 Data Breach Industry 
Forecast,’’ which stated that ‘‘the 
health care industry, by far, will be the 
most susceptible to publicly disclosed 
and widely scrutinized data breaches in 
2014.’’ 

According to Information Week, the 
author of the study said he is basing 
this prediction at least partly on re-
ports of security risks posted by the 
healthcare.gov Web site and the health 
insurance exchanges established by 
various States. The Web infrastructure 
to support health insurance reform was 
‘‘put together too quickly and hap-
hazardly.’’ 

The most glaring problem for these 
sites has been their inability to keep 
up with consumer demand. The organi-
zational infrastructure behind the im-
plementation of ObamaCare is also 
complex, meaning that many parties 
have access to the personal data and 
could misuse or mishandle it. 

So we have volume issues, security issues, 
multiple data handling points, all generally 
not good things for protecting protected 
health information and personal identity in-
formation. 

Given the lack of security testing 
and the risk associated with 
healthcare.gov, and the administra-
tion’s repeated misrepresentation of 
the Web site’s readiness and 
functionality, H.R. 3811 is a reasonable 
step to ensure Federal officials are re-
quired to notify individuals in case of a 
breach. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. PALLONE. Mr. Speaker, I yield 
myself such time as I may consume. 

First of all, Mr. Speaker, I want to 
point out that Republicans are using 
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out-of-context quotes from an adminis-
tration, or from administration offi-
cials, to mislead the public about the 
security of healthcare.gov, the Web 
site. 

The same official they keep quoting 
went on to say: 

The added protections that we have put 
into place are best practices above and be-
yond what is usually recommended. And no 
Web site is 100 percent secure. But this effort 
to scare people from signing up for coverage 
is simply wrong. 

Mr. Speaker, I am afraid the bill be-
fore the House today is simply an ef-
fort by Republicans to continue to im-
pede the efforts of implementing the 
Affordable Care Act by instilling mis-
information and fear in the American 
public. It is an egregious bill that 
would, in my opinion—let me point 
this out, Mr. Speaker. Yesterday, I was 
in the Rules Committee, and I pointed 
out that, to some extent, I was pleased, 
I guess, that I don’t see the Repub-
licans actually coming to the floor 
today to act on another repeal or out-
right repeal of the Affordable Care Act. 
I mean, we are not seeing that. We 
didn’t see it in Rules. And hopefully, I 
will say to my colleague, the chairman 
of the Health Subcommittee, that we 
don’t see it again, either in the com-
mittee, in Rules, or on the floor. 

So maybe there is some progress 
here, and at least the Republicans are 
not out there trying to repeal the Af-
fordable Care Act anymore—at least I 
hope so. 

But they are now moving to these 
other methods of trying to put fear in 
the public so that they don’t sign up or 
they don’t go on the Web site. And the 
fact of the matter is that these secu-
rity measures that they are talking 
about are addressing a reality that is 
not there. 

Do I think that security measures 
are critical for the Web site? 

Yes, absolutely. But let’s recap the 
last few years since the ACA passed. 
Republicans claim the ACA kills jobs; 
but since the law has passed, we have 
added nearly 8 million jobs. 

Republicans claim that the ACA 
causes health costs to increase, but the 
last 4 years we have seen the slowest 
health care cost growth in 50 years. 

Republicans claim we need to address 
the deficit; yet they repeal the law at 
every turn, which increases the deficit 
by over $1.5 trillion. 

Well, now they say that 
healthcare.gov is going to result in 
widespread breaches of people’s per-
sonal information, and that is simply 
not true. There have been no successful 
security attacks on healthcare.gov, 
and no one has maliciously accessed 
personal information. 

No Web site, public or private, is 100 
percent secure, but healthcare.gov is 
subject to strict security standards. It 
is constantly monitored and tested, 
and its security and privacy protec-
tions go beyond Federal IT standards. 

And the Health and Human Services 
Department has standards in place, 

just like every other government agen-
cy, to notify individuals if their per-
sonal information is breached. 

So, Mr. Speaker, it is important that 
I note for everyone that House Demo-
crats have always previously supported 
legislation to require consumer notifi-
cation in the event of a breach of gov-
ernment and private sector computer 
systems. We still do. 

By expressing concern for the mock-
ery of this bill, it does not mean that 
I don’t support requiring the adminis-
tration to notify individuals of 
breaches of their information, but this 
not is a serious effort to strengthen 
privacy laws or to strengthen the 
health care Web site. 

The Republican strategy is to scare 
people away from going to the Web site 
and signing up for health care, and I 
urge Members and the American pub-
lic, do not be fooled by what they are 
doing. 

It is a good thing that they are not 
seeking to outright repeal the Afford-
able Care Act anymore, at least that 
appears to be the case, based on what 
happened in Rules the other night. But 
that doesn’t mean that they are not 
going to continue with these efforts to 
try to make hay over security and 
other matters. 

And I can’t stress enough that every 
one of the scare tactics they use, 
whether it is saying that the ACA is 
going to increase the deficit, which it 
doesn’t, it actually decreases the def-
icit; or whether they say that it is 
going to increase health costs, which 
we know it doesn’t, it actually de-
creases health costs. 

This is just another one of those 
scare tactics. And I just hope that my 
colleagues, both Democrats and Repub-
licans, are not fooled by this. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. PITTS. Mr. Speaker, at this time 
I am pleased to yield 2 minutes to the 
gentleman from California (Mr. ISSA), 
the distinguished chairman of the 
Oversight and Government Reform 
Committee. 

Mr. ISSA. Mr. Speaker, famously, 
Franklin Delano Roosevelt said, We 
have nothing to fear but fear itself. 
That is not true here and, sadly, the 
last speaker is entitled to his opinion, 
but the facts do not bear out his con-
clusions. 

The truth is that actual interviews 
and depositions taken of the highest- 
ranking people that helped develop this 
Web site, both public and private, show 
there was no end-to-end testing. It did 
not meet the spirit of any definition of 
a secure Web site. 

In fact, the highest-ranking person, 
Teresa Fryer, on September 20, was un-
willing to recommend this site go ac-
tive, and said under oath that if it had 
been within her authority to stop it, 
she would have. 

It is very clear, even from the White 
House’s statements in the last few 
days, that they claim to have miti-
gated or have a plan to mitigate sig-

nificant security risks. The American 
people need to understand a plan to 
mitigate means they have not miti-
gated security risks. 

This is the situation we are in, in 
which no private sector company, in-
cluding Target, would go live with a 
system that has known failures and un-
known failures because of a failure to 
do end-to-end. 

All we are asking for is, since Sec-
retary Sebelius, under oath, has been 
wrong on multiple occasions, I have 
called for her to make clear that she 
made false statements. The fact is 
what we need is a law that makes it 
clear that they should do the right 
thing, not say they have always done 
the right thing and they will do the 
right thing, because in the case of 
healthcare.gov, they launched a site 
that was neither functionally ready, 
nor had it been security tested, and it 
had known failures that were not miti-
gated prior to the launch. 

Those are the facts, Mr. Speaker, and 
I ask for support of this bill. 

Mr. PALLONE. Mr. Speaker, I yield 3 
minutes to the gentlewoman from Col-
orado (Ms. DEGETTE). 

Ms. DEGETTE. Mr. Speaker, some 
mornings in Congress I wake up and I 
say, now here is a solution in search of 
a problem; and this morning is one of 
those days. 

We are hearing about how the Web 
site is not secure, how there can be se-
curity breaches. Ironically, we are 
hearing about security breaches with a 
private company, Target, and how ter-
rible it is, and that is why we have to 
do a bill. 

But, in fact, we haven’t seen any se-
curity breaches with healthcare.gov or 
the Web sites around the Affordable 
Care Act. And I want to stress that. 

b 0930 

I am the ranking Democrat on the 
Oversight and Investigations Sub-
committee of Energy and Commerce, 
and we have had a number of hearings, 
and we have had classified briefings. 
Here is some information that is not 
classified information. 

There has been not one successful 
hack into www.healthcare.gov. Let me 
say that again. Nobody has success-
fully been able to breach 
www.healthcare.gov. Furthermore, as 
we have recently learned in a briefing, 
www.healthcare.gov, interestingly, has 
not been targeted any more than any 
other Federal Web site for hackers. 

So why are we doing this bill? I have 
got to associate myself with Ranking 
Member PALLONE’s comments, that the 
only reason we could be doing this bill 
is to try to have a chilling effect 
against people signing up to get health 
insurance through the Web sites. 

Let me say it again. There have been 
no successful breaches of 
www.healthcare.gov. 

Now, if we really wanted to do a bill 
that would strengthen privacy, I would 
be all for that. I think that consumer 
privacy is one of the most important 
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things we can do. But really, when you 
look at the details of this bill, there is 
nothing here that furthers consumer 
notification or consumer privacy. 

First of all, there is no exemption or 
consideration of law enforcement. 
What if law enforcement found a poten-
tial breach and needed to investigate 
it? What if they needed more than 48 
hours to make sure that, in fact, there 
was a breach before they notified peo-
ple? Consider the harm that would 
occur if law enforcement did not have 
enough time and resources to fully in-
vestigate a security breach before it 
went public. The consequences of hasty 
and incorrect notification could just 
make the problem worse. 

Secondly, based on how the bill is 
drafted, if there is a data breach in a 
State that has chosen to run its own 
exchange, like my home State of Colo-
rado, HHS seems to bear an unneces-
sary burden of reporting the breach in 
the State exchange having nothing to 
do with the Federal exchange. 

Might I remind my colleagues, State 
exchanges are entirely independent 
from www.healthcare.gov. HHS does 
not run them. HHS did not build their 
Web sites, and HHS did not develop 
their security protocols. So why should 
HHS have to get involved in the State- 
run exchanges? 

The SPEAKER pro tempore. The 
time of the gentlewoman has expired. 

Mr. PALLONE. Mr. Speaker, I yield 
an additional 1 minute to the gentle-
woman from Colorado. 

Ms. DEGETTE. So security for these 
State-based exchanges should be the 
responsibility of the States that are 
running them. 

I could go on and on. There are more 
problems with this bill than pages in 
the bill. 

So let’s get real. Instead of bringing 
legislation like this to the floor with-
out any committee action, why can’t 
we sit down together in a bipartisan 
way and improve the way the Afford-
able Care Act works for our constitu-
ents? That is what our constituents 
want. They want affordable health in-
surance. They want health care. And 
they don’t want unwarranted scare tac-
tics and attacks. So let’s sit down. 
Let’s work together. Let’s fix this leg-
islation. And let’s get real. 

Mr. PITTS. Mr. Speaker, I am 
pleased, at this time, to yield 2 min-
utes to the distinguished gentlelady 
from Tennessee (Mrs. BLACK), who is an 
expert on this issue. 

Mrs. BLACK. Mr. Speaker, I rise 
today in support of this legislation to 
provide basic diligence to the Federal 
ObamaCare exchange. 

If someone’s personal information 
has been breached, the Federal Govern-
ment should be accountable and be re-
quired to notify them so that they can 
protect themselves from either iden-
tity theft or cyber threats. 

This is common sense, as data breach 
notification is required on most of the 
State-run exchanges, and there are 
laws that require notification by pri-

vate businesses as well. Yet, when HHS 
was asked to insert notification provi-
sions into the final rule for 
ObamaCare, they specifically declined 
to do so. This is an astonishing failure 
on the part of the administration 
though, sadly, characteristic of how 
they have proceeded at every turn with 
implementation of this train wreck 
legislation. 

www.healthcare.gov has been de-
scribed by former Social Security Ad-
ministrator Michael Astrue as a ‘‘hack-
er’s dream,’’ and last month, HHS re-
ported that there had been 32 security 
incidents since its launch. The Federal 
exchange potentially puts at risk 
Americans’ names, addresses, phone 
numbers, dates of birth, email address-
es, and even Social Security numbers. 

Last month, I introduced similar 
data breach notification legislation, 
and I am pleased to join my House col-
leagues now to pass this important bill. 

Mr. Speaker, I can’t imagine explain-
ing to my constituents that I voted 
against this commonsense measure to 
protect hardworking Americans from 
identity theft and cyber attacks, and 
this is why I urge my colleagues to 
support this bill. 

Mr. PALLONE. Mr. Speaker, I yield 3 
minutes to the gentleman from Mary-
land (Mr. CUMMINGS), the ranking 
member of the House Committee on 
Oversight and Government Reform. 

Mr. CUMMINGS. Mr. Speaker, I 
thank the distinguished gentleman 
from New Jersey for yielding. 

I would like to make two very, very 
simple points. 

First, the Affordable Care Act is 
working. Hello. It is working. It went 
into full effect, if you didn’t know, on 
January 1, and now millions of people— 
millions—are getting health insurance 
that they didn’t have before. 

Imagine what this means to families. 
Not only are they receiving critical 
medical care, but they have the secu-
rity of knowing they will not go bank-
rupt if they get into an accident or 
they get sick. That is major. 

The law also put in place key protec-
tions for consumers. Insurance compa-
nies are now prohibited from discrimi-
nating against people with cancer, dia-
betes, or other preexisting conditions. 
Some young people in my district said, 
Well, Congressman, I am not worried 
about preexisting conditions. I told 
them, You just keep on living. Insur-
ance companies may not charge higher 
prices for women, and millions of peo-
ple are now receiving free preventative 
care. 

There are also huge financial bene-
fits. Health insurance companies are 
sending rebate checks to millions of 
people. Since the law was passed, we 
have seen the lowest growth in health 
care costs in 50 years; and if we re-
pealed the law today, it would increase 
our deficit by more than $1.5 trillion. 

Despite all these positive results, Re-
publicans are still obsessed with kill-
ing the law. Since they cannot do it 
legislatively, they have shifted to a dif-

ferent tactic—scaring people away 
from the Web site. 

So my second point is this. There 
have been no successful security 
breaches of www.healthcare.gov. Let 
me say that again. There have been no 
successful security breaches of 
www.healthcare.gov. Nobody’s personal 
information has been maliciously 
hacked. 

All week, Republicans have been try-
ing to make their case for this bill by 
quoting from a memo drafted by the 
chief information security officer at 
CMS about concerns before the Web 
site was launched, but they omit one 
critical fact: this official never sent 
the memo. It was a draft. And she 
never gave it to anyone, including her 
own supervisor. How do we know this? 
Because she was interviewed by the 
Oversight Committee by both Repub-
lican and Democratic staff weeks ago. 

The SPEAKER pro tempore. The 
time of the gentleman has expired. 

Mr. PALLONE. I yield the gentleman 
from Maryland an additional 1 minute. 

Mr. CUMMINGS. And she told us this 
herself. 

Her draft memo did not take into ac-
count mitigation strategies put in 
place in the days that followed. Impor-
tantly, she also told the committee 
that she is satisfied with the security 
testing being conducted. When asked to 
describe the security measures now in 
place, she called them, ‘‘best practices 
above and beyond what is usually rec-
ommended.’’ 

These are important facts for the 
American people to know, but the Re-
publicans disregard them and omit 
them because they want to undermine 
their claims. 

Many of us would support efforts to 
strengthen requirements for the entire 
Federal Government and private sector 
to notify consumers of breaches, but 
today’s bill does not do that. Today’s 
bill is the latest attempt to attack the 
Affordable Care Act and deprive mil-
lions of Americans of the health care 
they deserve. 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 1 minute to 
the gentleman from California, KEVIN 
MCCARTHY, the distinguished whip of 
the House. 

Mr. MCCARTHY of California. Mr. 
Speaker, I rise today in support of the 
Health Exchange Security and Trans-
parency Act. The reason why we are 
passing this important legislation 
today is that credible and documented 
fears have been raised that this hastily 
constructed ObamaCare exchange Web 
site could jeopardize the security of 
our most sensitive personal informa-
tion. 

One of the many reasons so many 
worry about ObamaCare is that it in-
jects government and government bu-
reaucrats into the most personal 
sphere of our lives, our health care, in 
new and alarming ways. Nothing could 
turn a life more upside down quickly 
than identity theft. It is our duty, as 
Members of Congress, to do everything 
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in our power to protect and inform 
Americans about these potentially dev-
astating events. 

I am confident that this concern is 
one of the law’s most negative con-
sequences that both sides of the aisle 
can come together and agree must be 
addressed. Absent its full repeal, in-
stilling this type of transparency and 
accountability into ObamaCare is a 
worthy first step. I urge my Demo-
cratic friends to join with us today. 

Mr. PALLONE. Mr. Speaker, I yield 
myself such time as I may consume. 

Mr. Speaker, Republicans continue to 
attack the Web site, www.healthcare 
.gov, and this attack on the security of 
the Web site is just the latest in a long 
line of scare tactics attempting to 
limit enrollment and coverage under 
the ACA. 

It just bothers me so much because, 
as you know now, we have about 6 mil-
lion people who have obtained cov-
erage, 2.1 million receive private insur-
ance through the Web site, and things 
really are moving now in terms of more 
and more people signing up and getting 
coverage. 

I just wish that, rather than using 
scare tactics and trying to talk about 
security concerns that don’t exist, they 
would focus and work with us at actu-
ally trying to sign people up to get peo-
ple to have health insurance, which is 
the goal, of course, of the Affordable 
Care Act. 

The bill suggests that there are seri-
ous security problems with 
www.healthcare.gov, but this unique 
requirement doesn’t apply to other 
government Web sites or to private 
Web sites. Under the bill, HHS is re-
quired to notify individuals within 2 
business days if their personally identi-
fiable information is known to be sto-
len or unlawfully accessed from a mar-
ketplace computer system. If this is a 
good idea, then why is the GOP bill 
limiting this requirement to only mar-
ketplace Web sites? It is just a missed 
opportunity. 

Democrats firmly support strong 
data security and breach notification 
legislation. If the Republicans were se-
rious about the security of personally 
identifiable information on the Web, 
instead of bringing up this bill, they 
could have reached out to Democrats 
and developed a bipartisan bill. 

Indeed, when Democrats were in the 
majority, the Democrat-run House 
passed bipartisan legislation to provide 
for consumer notification in the event 
of a breach, which was introduced in 
the previous Congress. And the Repub-
licans are still playing political games. 
If they want to work with us to bring 
to the floor serious bipartisan data se-
curity breach notification legislation, 
then they should simply do it. 

In the Rules Committee the other 
day, one of the members asked, on the 
Republican side, if the administration 
has a position on the bill. And the ad-
ministration clearly opposes the bill. 
They put out an SAP which states: 

The Administration believes Americans’ 
personally identifiable information should be 

protected wherever it resides, and that all 
Americans deserve to know if that informa-
tion has been improperly exposed . . . The 
Federal Government has already put in place 
an effective and efficient system for securing 
personally identifiable information in the 
Health Insurance Marketplaces. 

So they oppose the passage of this 
bill. 

I just wish I could convince my col-
leagues—again, I am happy that this is 
not an outright repeal and that we are 
not wasting time on that, but we are 
still wasting time with this notion of 
the security breach that hasn’t hap-
pened when security measures are al-
ready in place. 

Again, this is being brought up in the 
first week we are back with no effort to 
reach out to us in any way to try to 
deal with this. It has a 2-day notifica-
tion requirement, which is simply not 
workable. 

I cannot stress enough that we, as 
Democrats, would like to address this 
issue, but it is not being addressed. It 
is just being done as a way of trying to 
scare the public from signing up on the 
Web site, which is so unfortunate be-
cause people want to sign up. They 
shouldn’t be in fear that, if they sign 
up, somehow there is going to be a se-
curity breach. 

I reserve the balance of my time. 

b 0945 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 4 minutes 
to the gentleman from Florida (Mr. 
BILIRAKIS), a distinguished member of 
the Health Subcommittee. 

Mr. BILIRAKIS. Thank you, Mr. 
Chairman. I appreciate it very much. 

Mr. Speaker, I rise today in support 
of the Health Exchange Security and 
Transparency Act. I am pleased to be 
an original cosponsor of this legisla-
tion, and I am glad we are addressing 
this very important issue on the House 
floor today. 

Each day, I hear from constituents in 
Florida’s 12th Congressional District 
who are experiencing the negative im-
pacts of ObamaCare. Contrary to the 
very promises the law was sold on, my 
constituents have lost their health 
care coverage, have seen their pre-
miums rise, and were forced to choose 
new doctors. Now they are faced with 
concerns regarding their personal in-
formation and whether it is com-
promised—all because the President’s 
signature law was never really ready 
for prime time. 

The Energy and Commerce Com-
mittee, which I am a member of, has 
held numerous hearings into the failed 
Web site and the lack of testing that 
occurred to ensure the Web site was 
properly secured. 

In these hearings, we have learned 
that 30 to 40 percent of the Web site 
isn’t built; end-to-end security testing 
wasn’t performed; and CMS’ own chief 
security information officer rec-
ommended against an Authority to Op-
erate because of cybersecurity con-
cerns. 

Her memo even stated: 

There is no confidence that personally 
identifiable information will be protected. 

It was the administrator of CMS, not 
that chief information officer, that 
signed off on the ATO. 

Mr. Speaker, does this sound like a 
safe and secure Web site? Millions of 
Americans were forced to sign up for 
the exchanges in order to avoid indi-
vidual mandate fines. And now each of 
these individuals, including myself and 
many in this Chamber, are potential 
victims of identity theft. 

While privacy in the health care 
realm is typically protected by HIPAA, 
it does not apply to HHS or the feder-
ally run exchanges. Furthermore, data 
notification is critical to maintaining 
security, and individuals should be no-
tified when their personal information 
could be compromised. Yet, in the final 
rules HHS published in August, it did 
not finalize a data breach notification 
rule. Instead, it stated that it is up to 
‘‘CMS to determine whether a risk of 
harm exists and if individuals need to 
be notified.’’ 

A government bureaucrat, Mr. 
Speaker, should not be given the power 
to determine whether the loss of per-
sonally identifiable information con-
stitutes harm. We do not know how 
many breaches have occurred on 
healthcare.gov, whether due to the ac-
cidental sharing of information or oth-
erwise, because there is currently no 
public disclosure requirement. The 
Health Exchange Security and Trans-
parency Act will bring accountability 
and transparency to the administra-
tion and the health care exchanges. 

I strongly urge my colleagues in the 
House to support this bill today, and I 
urge all, of course, our colleagues in 
the Senate to swiftly take up this bill 
so that we may pass it into law. 

Mr. PALLONE. Mr. Speaker, I yield 
such time as he may consume to the 
gentleman from California (Mr. WAX-
MAN), ranking member of the Energy 
and Commerce Committee. 

Mr. WAXMAN. The previous speaker 
in this debate said that we don’t know 
how many times there was a breach of 
security on the health care Web site. 
Well, we do know how many breaches 
of security there were, how many suc-
cessful attacks there were—zero. There 
have been no successful breaches of 
healthcare.gov. 

Mr. Speaker, since October 1, more 
than 6 million Americans have signed 
up for health insurance—6 million. 
Four million are enrolled in Medicaid, 
2 million in private coverage. Any way 
you look at it, that is good news. 

Now Republicans seem eager to find 
some bad news. They want to keep 
talking about Web site problems and 
stir up phony fears that personal infor-
mation is not secure on this site. They 
are looking for the bad news because 
the facts are against them. 

Republicans said the Affordable Care 
Act would kill jobs. We hear it over 
and over again—kill jobs. Since the law 
was passed, we have added nearly 8 mil-
lion jobs. Republicans said this law 
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would cause health care costs to sky-
rocket, but we have had 4 straight 
years of the slowest health care cost 
growth in 50 years. Republicans said 
the ACA would explode the deficit, but 
repealing the law, which they have 
tried to do over 40 times on the floor, 
would increase the deficit by over $1.5 
trillion. 

So, today, House Republicans are re-
sorting to scare tactics. They are 
bringing up a poorly thought-out bill 
based on the false premise that 
healthcare.gov is not secure. The truth 
is—I will say it again—there have been 
no successful security attacks on 
healthcare.gov. 

Now, while no site, public or private, 
is 100 percent secure, healthcare.gov is 
subject to strict security standards, it 
is constantly monitored and tested, 
and it has procedures in place to notify 
consumers in the event of a breach. We 
can’t say the same thing for private 
Web sites. We all heard about Target 
having their Web site attacked success-
fully. No one is asking that they make 
disclosures. 

In fact, Mr. Speaker, this is not a se-
rious attempt to address this issue be-
cause it doesn’t set any standards on 
private insurance companies. Private 
insurance companies hold far more pri-
vate data than the exchanges. 

Mr. Speaker, as chairman, I worked 
on bipartisan legislation to set tough 
data privacy and security standards on 
government and private sector com-
puter systems. House Democrats have 
supported these efforts, but this bill is 
not serious. Did you know this bill was 
never even considered in committee? It 
doesn’t allow for any delay in reporting 
to protect ongoing law enforcement in-
vestigations. The bill creates a host of 
technical and administrative problems. 

This is purely a message bill. That is 
all we do these days. In between re-
cesses, we have message bills on the 
floor of the House, and we get nothing 
done. This is purely a message bill, and 
the message is one that is designed to 
mislead. I urge a ‘‘no’’ vote. 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 1 minute to 
the gentleman from Virginia, ERIC 
CANTOR, our distinguished majority 
leader. 

Mr. CANTOR. I thank the gentleman 
from Pennsylvania. 

Mr. Speaker, I want to rise in sup-
port of the Health Exchange Security 
and Transparency Act. If I could just 
take a few seconds to respond to the al-
legations put forward by the gentleman 
from California, the ranking member 
on the Energy and Commerce Com-
mittee, I want to just make a point, 
Mr. Speaker. There is a real difference 
between users of a retailer’s Web site 
and users of healthcare.gov because 
those who choose to go on the Web site 
of a retailer in the private sector do so 
at their choice. 

The people of this country, all of the 
American people now, if they go to 
healthcare.gov, they are being forced 
to go to healthcare.gov, and so for the 

gentleman to sit here and say, well, we 
don’t require this out of the other in-
dustries, banks or anything else, I 
would beg to differ. There are certainly 
requirements in law and duties owed by 
banks to their shareholders, customers 
and the rest, but I would say to the 
gentleman, this is a situation where 
the law at hand is requiring individ-
uals—mandating them—to go to this 
site. 

So contrary to the allegations made 
by the gentleman, what this bill does is 
it just requires the administration to 
provide 48 hours’ notice after a breach 
of health care information or financial 
data. All it says is the administration 
has to let victims of identity theft or 
information theft be notified. That is 
it. This is a good government bill. Why 
do we want to wait until there is a data 
breach? 

I would ask the gentleman to look to 
a quote by CMS’ own chief information 
security officer, Teresa Fryer. She said 
that the Federal exchange ‘‘does not 
reasonably meet security require-
ments.’’ That is what the chief cyberse-
curity officer at the agency says, the 
exchange ‘‘does not meet security re-
quirements.’’ 

Now, the Experian credit bureau said: 
The health care industry, by far, will be 

the most susceptible to publicly disclosed 
and widely scrutinized data breaches of 2014. 

If we know this, why wouldn’t we 
take precautions to help people? That 
is all this bill does. It says if there is a 
risk of data breach, we should afford 
people the opportunity to take correc-
tive action immediately. That is it. 
There is no message in there. This is 
just trying to help people. 

So I would say to the gentleman, if 
he would just set aside the partisan at-
tacks for once, let’s help people. Let’s 
go about the way we should be in put-
ting people first here. We disagree on 
this law in requiring health care the 
way government says we should re-
quire, yes, but I think we can all agree 
we want to help people, and we want to 
make sure that they can keep their in-
formation safe. That is all this bill is 
about. 

So I want to thank Chairman FRED 
UPTON, Chairman JOE PITTS, and the 
members serving on the committees 
who have been conducting oversight on 
the issue for the past year, including 
the Science Committee, the Homeland 
Security and the Oversight and Gov-
ernment Reform Committees. Con-
gresswoman DIANE BLACK, certainly 
the gentleman from Florida, GUS BILI-
RAKIS, and Representative KERRY 
BENTIVOLIO have all worked hard on 
this issue. I commend them for their 
efforts to just help people for once. 

With that, I urge adoption and pas-
sage of the bill. 

Mr. PALLONE. Mr. Speaker, I yield 
such time as he may consume to Mr. 
WAXMAN. 

Mr. WAXMAN. Well, thank you for 
yielding. I am not going to take that 
much time, but I do want to respond to 
the comments that were just made on 
the House floor. 

No one is forced to go on this Web 
site. No one is forced to buy their in-
surance by going on the Web site. They 
could go to brokers. Once you sign up 
for insurance, whether it is public or 
private, your information is in their 
Web. It is in their computer system. 
That is true for private insurance. Does 
this bill do anything about breaches of 
private insurance? No. 

Now, the majority leader used a 
quote from someone in the administra-
tion, I think, to mislead the public 
about the security of healthcare.gov, 
but that same official said at the end of 
that quote, The added protections that 
we have put into place are best prac-
tices above and beyond what is usually 
recommended. 

No Web site is 100 percent secure, but 
this effort to scare people from signing 
up for coverage is wrong. If we do care 
about breaches in security, it ought to 
apply to private and public insurance, 
not just when you sign up, but when 
they hold your data. 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 3 minutes 
to the gentleman from Michigan (Mr. 
UPTON), the distinguished chairman of 
the Energy and Commerce Committee. 

Mr. UPTON. Mr. Speaker, I rise in 
strong support of this legislation, H.R. 
3811, the Health Exchange Security and 
Transparency Act of 2014. 

Security and transparency are both 
critically important to every Amer-
ican, and the public expects and de-
serves to have them both when it 
comes to health care. 

Sadly, I believe the administration 
has failed to deliver. This important 
bill seeks to provide peace of mind to 
folks in Michigan and across the coun-
try who have submitted personal infor-
mation to a Federal health insurance 
exchange. Americans have the right to 
know in the event that their sensitive 
personal information provided to an ex-
change is compromised, especially as it 
is the law’s individual mandate that 
forces them to purchase the govern-
ment-approved health care coverage. 
Why wouldn’t we want the public to 
know and be alerted right away? 

Just this morning on CNBC’s ‘‘Break-
ing News,’’ the CEO of Target appar-
ently is indicating that as many as 70 
million Americans—their customers— 
may have had their private informa-
tion stolen. Would it have been right 
for Target just to sit on that informa-
tion? Or was it appropriate for them to 
try and put the word out so that at 
least the consumers would have the 
right information? 

b 1000 

Let me tell you what this bill does. It 
is a commonsense bill. It is going to re-
quire that the administration promptly 
inform individuals within 2 business 
days if their personal information has 
been stolen or unlawfully accessed 
through an exchange. Through the En-
ergy and Commerce Committee’s 
thoughtful oversight, we have uncov-
ered troubling information regarding 
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the security of the health insurance ex-
changes. What this bill does is preven-
tive medicine. Do we want to wait 
until the horse is out of the barn before 
we take action? I don’t think so. 

We found that the administration did 
not perform a full security control as-
sessment before healthcare.gov opened 
for business on October 1. We have also 
learned that just days before 
healthcare.gov went live, senior offi-
cials at HHS expressed serious con-
cerns regarding the protection of per-
sonally identifiable information that 
was entered into their Web site. 

These facts, on top of the fact that 
the administration has repeatedly mis-
represented the functionality and the 
readiness of the health care law, raise 
significant questions regarding the se-
curity of healthcare.gov and the infor-
mation available in the exchanges. 

A few weeks ago, the administration 
was willing to let millions of Ameri-
cans lose their health insurance, de-
spite the President’s solemn promise 
that they could keep their health plan 
if they liked it; and it took the House, 
acting in a bipartisan legislative man-
ner, for the administration to confess 
that, yes, they had broken their prom-
ise. 

Now the administration is saying it 
opposes this requirement that it notify 
Americans when personal information 
is stolen. 

The SPEAKER pro tempore. The 
time of the gentleman has expired. 

Mr. PITTS. I yield an additional 30 
seconds to the gentleman. 

Mr. UPTON. So the self-proclaimed, 
most-transparent administration in 
history has come out against trans-
parency. I am sorry Republicans and 
Democrats may disagree on the merits 
of the President’s health care law, and 
we do; but I think that we should all 
agree that Americans deserve to be no-
tified if that personal information is 
put at risk by the law. 

I want to thank Chairman PITTS for 
putting security and transparency 
above politics, and I would urge my 
colleagues in a bipartisan way to sup-
port this bill this morning. 

Mr. PALLONE. Mr. Speaker, I yield 2 
minutes to the gentleman from New 
York (Mr. CROWLEY), the vice chair of 
the Democratic Caucus. 

Mr. CROWLEY. I thank my friend 
from New Jersey for yielding me this 
time. 

Mr. Speaker, there are so many truly 
pressing issues facing our Nation, so it 
is a shame that we are here once again 
wasting time on legislation like this. It 
doesn’t even solve the issues the Re-
publicans claim they are trying to ad-
dress. The truth is, the bill we are con-
sidering today is far from a productive 
answer to anything. It is just yet an-
other scare tactic to discourage people 
from obtaining health care—that is 
right. Here is a news flash for you: Re-
publicans want to stop people from at-
taining health care. 

I don’t think why we should expect 
anything else from a party with such 

little vision. Instead of creating oppor-
tunity, they have become the party 
that shuts things down. They shut 
down the government. They shut down 
unemployment insurance for people 
who are desperately trying to find 
work. They have tried repeatedly to 
shut down the Affordable Care Act. As 
a matter of fact, 47 times—47 times— 
they have attempted to shut down the 
Affordable Care Act. Heck, they are 
even shutting down bridges in New Jer-
sey. The fact is, it seems like their 
agenda is just about shutting down 
things that actually work for Amer-
ican families. Republicans can’t just 
slam the door shut again and again on 
the American people. It is time to end 
this shutdown mentality once and for 
all here in Washington and get back to 
working on issues of concern to the en-
tire Nation. 

Mr. PITTS. Mr. Speaker, may I in-
quire of the time remaining. 

The SPEAKER pro tempore. The gen-
tleman from Pennsylvania has 13 min-
utes remaining, and the gentleman 
from New Jersey has 61⁄2 minutes re-
maining. 

Mr. PITTS. Mr. Speaker, I yield 2 
minutes to the gentlewoman from Ten-
nessee (Mrs. BLACKBURN), the vice 
chair of the Energy and Commerce 
Committee. 

Mrs. BLACKBURN. Mr. Speaker, 
when is this administration finally 
going to start paying attention to the 
warning signs? 

When career staff at OMB warned the 
administration that Solyndra wasn’t 
ready for prime time, they moved for-
ward anyway and lost hardworking 
taxpayers a half billion dollars. 

When private consultants told the 
White House and HHS officials last 
spring that there were problems with 
healthcare.gov, they moved forward 
anyway. 

When CMS sent a memo just 4 days 
before healthcare.gov went live and 
warned about ‘‘inherent security 
risks’’—their terminology—the admin-
istration moved forward anyway. So 
their failed policy of forward is costing 
us money and is getting people into 
trouble. This is what we are hearing 
from an Experian report. America’s 
personal information is at high risk on 
healthcare.gov. There is a great oppor-
tunity for a data breach. 

Mr. Speaker, this is something we 
can stop. The bill today does that. It is 
simple. It addresses the problem. What 
it does very simply—and I commend 
the gentleman from Pennsylvania for 
the Health Exchange Security and 
Transparency Act—it accomplishes 
what this administration has failed to 
make a standard practice. It will force 
HHS to inform anyone if their informa-
tion has been breached, and they have 
to do this within 2 business days. They 
can’t hide it. They can’t spin it. They 
have got to tell you if your informa-
tion has been breached. 

We do this because if the administra-
tion is going to require us—and, yes, to 
my colleagues, it is a requirement—to 

use healthcare.gov, at least they can 
notify you when your information has 
been breached. 

Mr. PALLONE. Mr. Speaker, I yield 3 
minutes to the gentlewoman from 
Texas (Ms. SHEILA JACKSON LEE). 

Ms. JACKSON LEE. I thank the dis-
tinguished gentleman, and I thank the 
manager of this legislation, and I 
thank the good intentions of our col-
leagues. 

I want to pause for a moment, Mr. 
PALLONE, and just simply say that al-
though these are important issues, as a 
member of the House Judiciary Com-
mittee, I helped draft the PATRIOT 
Act and business record 215, and we are 
now looking to constrain the collection 
of mega-data, and I accept the impor-
tance of privacy for the American peo-
ple. But I pause for just a moment to 
ask my colleagues, we have enough 
time today to actually pass the exten-
sion of the unemployment benefits. 
There are 1.3 million people, 12,000 in 
my own community, who would like us 
to stay here and make sure that we get 
that done. I hope that my friends on 
the other side of the aisle will accept 
the challenge of Republicans putting 
an extension of the unemployment ben-
efits on the floor to help unemployed 
Americans. 

But this is an important issue as 
well, and I do want to say that our 
friends have not documented any 
breach on personal and private data of 
those individuals that have accessed 
the Affordable Care Act, which are 9 
million plus, and growing. We have had 
46 votes to repeal it. Now we come one 
by one with legislation that has not 
gone through regular order. It has not 
gone through the committee process. It 
has very good intentions; but, in actu-
ality, it may be overly burdensome be-
cause, Mr. Speaker, there is no bar. 
There is no limit for HHS to provide 
notice for any possible breach within 
seconds or minutes or hours after the 
incident may have occurred. 

Frankly, this legislation doesn’t go 
far enough. Let me give you a few 
facts. The Affordable Care Act imple-
mentation of healthcare.gov is under 
the authority of HHS. HHS assigned 
the task for developing healthcare.gov 
to the agency’s Center for Medicare 
and Medicaid Services. Under the Fed-
eral Privacy Act, all Federal agencies 
must draft regulations to protect per-
sonally identifiable information under 
their control. 

The Federal Privacy Act was estab-
lished by an act of Congress and con-
currence of the executive branch to 
balance the government’s need to 
maintain personal information on 
Americans with the right of individuals 
to be protected against unwarranted 
invasions of their privacy. 

The Privacy Act came as a direct re-
sult of the work of the Church Com-
mittee following revelations that the 
government has routinely used records 
on citizens for political purposes to en-
gage in surveillance or retaliatory ac-
tivity. There were a series of laws 
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passed by Congress to protect the pri-
vacy of Americans. 

Computer records management was 
of such grave concern to Members of 
Congress following investigations into 
disclosures that then-President Nixon 
had used his high office to seek out by 
means to exact retribution against po-
litical enemies by causing harm to ca-
reers, reputations as well as financial 
injury through IRS audits. 

The SPEAKER pro tempore. The 
time of the gentlewoman has expired. 

Mr. PALLONE. I yield an additional 
1 minute to the gentlewoman. 

Ms. JACKSON LEE. So we have had 
an intense interest since the report 
‘‘Records, Computers, and the Rights 
of Citizens’’ was produced in 1973. HHS 
is chiefly responsible for why the 
United States became the first Nation 
in the world to draft a Federal privacy 
law. They know what to do. They de-
veloped the Code of Fair Information 
practices which have five principles, 
one of which says there must be no per-
sonal data recordkeeping systems 
whose very existence is secret, that is, 
to not use the data of people in the 
wrong way. 

There is the CMS Policy for Privacy 
Act, and I offer this for the RECORD. 

The baseline of my point is that HHS 
was at the core of developing privacy. 
There have been no known breaches. 
There is no bar for CMS and HHS to 
tell the American public or the indi-
vidual immediately. 

This bill will add burdensome re-
quirements and may—it may—distract 
or take away from legal and lawful law 
enforcement investigations. I ask that 
we look at this together in a bipartisan 
manner. I believe in privacy. I hope we 
can work together, Mr. PALLONE, and 
make this what it should be; but I 
think the American people are pro-
tected. 

Mr. Speaker, I rise to speak on H.R. 3811, 
the Health Exchange Security and Trans-
parency Act of 2014. 

I would like to commend the author of the 
bill for the focus on privacy. 

Privacy protection is a policy area that has 
strong bi-partisan agreement. 

However, because H.R. 3811 did not go 
through regular order there was no opportunity 
for the Committees of jurisdiction to provide 
valuable input into its drafting. 

I would like to offer a few facts that may 
make it clear that this bill, although well inten-
tioned is not necessary in its current form. 

The Affordable Care Act implementation of 
healthcare.gov is under the authority of the 
Department of Health and Human Services 
(HHS). 

HHS assigned the task for developing 
healthcare.gov to the agency’s Centers for 
Medicare & Medicaid Services (CMS). 

Under the Federal Privacy Act all federal 
agencies must draft regulations to protect per-
sonally identifiable information under their con-
trol. 

The Federal Privacy Act was established by 
an act of Congress and concurrence of the 
Executive Branch to balance the Govern-
ment’s need to maintain personal information 
on Americans with the right of individuals to 

be protected against unwarranted invasions of 
their privacy. 

The Privacy Act came as a direct result of 
the work of the Church Committee following 
revelations that the government had routinely 
used records on citizens for political purposes 
to engage in surveillance or retaliatory activity 
a series of laws were passed by Congress to 
protect the privacy of Americans. 

Computer records management was of such 
grave concern to members of Congress fol-
lowing investigations into disclosures that then 
President Nixon had used his high office to 
seek out means to exact retribution against 
political enemies by causing harm to careers, 
reputations as well as financial injury through 
IRS audits. 

In 1973, a report ‘‘Records, Computers, and 
the Rights of Citizens’’ was produced by the 
former Federal Department of Health Edu-
cation and Welfare (HEW), which today exists 
as two agencies one of which is the Depart-
ment of Health and Human Services (HHS) 
established the first federal agency privacy 
policies for information held on Americans. 

HHS is chiefly responsible for why the 
United States became the first nation in the 
world to draft a federal privacy law. 

HHS developed the Code of Fair Informa-
tion practices which later became the basis for 
the Federal Privacy Act. 

The Code of Fair Information Practices has 
five principles: 

There must be no personal data record- 
keeping systems whose very existence is se-
cret. 

There must be a way for a person to find 
out what information about the person is in a 
record and how it is used. 

There must be a way for a person to pre-
vent information about the person that was ob-
tained for one purpose from being used or 
made available for other purposes without the 
person’s consent. 

There must be a way for a person to correct 
or amend a record of identifiable information 
about the person. 

Any organization creating, maintaining, 
using, or disseminating records of identifiable 
personal data must assure the reliability of the 
data for their intended use and must take pre-
cautions to prevent misuses of the data. 

The Federal Privacy Act protects all per-
sonal information managed by Federal agen-
cies. 

We know that not all agencies do a good 
job at protecting the personal information of 
citizens so today’s focus on privacy is relevant 
and important. 

However, our focus should be much broader 
and better informed regarding the work of 
each agency in this area. 

Committee hearings would have been bene-
ficial in informing the drafters of H.R. 3811, 
prior to its introduction on the Floor of the 
House for a vote. 

For example, authors of the bill may have 
taken a different approach if it was acknowl-
edged that the CMS has several policy docu-
ments specific to the topic of protecting per-
sonal identifiable information of medical 
records data: 

CMS Policy for Privacy Act Implementation 
& Breach Notification (7/23/07) 

Risk Management Handbook Volume III 
Standard 7.1 (12/6/12) 

Incident Handling and Breach Notification 
CMS Privacy Policy is written to meet obli-

gations established by the Federal Privacy Act 

of 1974 (5 U.S.C., 552a), the Computer 
Matching and Privacy Protection Act of 1988 
(Public Law 100–503) and the Department of 
Health and Human Services Privacy Act Reg-
ulations (45 C.F.R. Part 5b). 

I want to assure my colleagues that under 
the Federal Privacy Act all Federal agencies 
must ‘‘develop an effective response to 
[breaches] that requires disclosure of informa-
tion regarding the breach to those individuals 
affected by it, as well as to persons and enti-
ties in a position to cooperate, either by assist-
ing in notification to affected individuals or 
playing a role in preventing or minimizing 
harms from the breach.’’ 

All agencies, which include CMS, must re-
port all incidents involving personally identifi-
able information to US-Computer Readiness 
Team or (US-CERT). 

The US-CERT reporting requirement does 
not distinguish between potential and con-
firmed breaches—all must be reported within 1 
hour of discovery/detection. 

The CMS policy on breach notification has 
5 criteria to determine if a breach has oc-
curred: 

Nature of the Data Elements Breached 
Number of Individuals Affected 
Likelihood the Information is Accessible and 

Usable 
Likelihood the Breach May Lead to Harm 
Ability of the Agency to Mitigate the Risk of 

Harm 
CMS is directed to provide notification with-

out unreasonable delay following the discovery 
of a breach, consistent with the needs of law 
enforcement and any measures necessary for 
CMS to determine the scope of the breach 
and, if necessary, to restore the integrity of the 
computerized system. 

The consideration of Law-enforcement in 
government agency breaches is very impor-
tant because this type of crime can take place 
in seconds or it may occur over hours, days, 
weeks or months. 

Law-enforcement in investigation of data 
breaches attempts to identify the culprit(s) and 
others who may be involved. 

To avoid impeding the efforts of law-en-
forcement or national security H.R. 3811, the 
Health Exchange Security and Transparency 
Act of 2014 should have included a law-en-
forcement exception. 

Responsibility for information on individuals 
whose personally identifiable information has 
been breached is the CMS Administrator the 
highest official of the agency. 

However, if the data breach is under 50, the 
notice may also be issued by the CMS Chief 
Information Officer or Senior Official for Pri-
vacy. 

CMS Breach Notification to individuals must 
be in writing that should be ‘‘concise, con-
spicuous, and in plain language’’ and include 
the following: 

Brief description of what happened, includ-
ing date(s) and its discovery; 

Description of the types of information in-
volved in the breach; 

Whether the information was encrypted or 
protected by other means when determined 
the information may be useful or compromise 
the security of the system; 

What steps individuals should take to pro-
tect themselves from potential harm; 

What the agency is doing; and 
Who affected individuals should contact 
There is no evidence that healthcare.gov 

had a breach of personal information. 
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If such a breach had occurred it would not 

be secret and members of this body would 
have been briefed. 

First, the most important rule for cyber secu-
rity is following the example of the profes-
sionals who work in this fast paced area: truth 
comes before beauty. The truth is that there is 
no computer system that is 100 percent se-
cure from hostile cyber attacks, natural disas-
ters, structural failures or human errors. 

Second, the Internet is a rough neighbor-
hood—the best we can do is to design the 
best systems possible provide the resources 
necessary to follow through on good security 
and privacy designs and ignore the politics of 
the moment. The most dangerous threats to 
cyber security do not care about anyone’s po-
litical party they may care very much about 
your nation of origin. 

Third, cyber security is not about the 14 
year old with a laptop, but the botnet attack 
from a coordinate effort that brings to the dis-
cussion significant threats to networks. There 
is no evidence that nothing occurred that 
would suggest that the website experienced 
anything of this nature. 

Congress should use regular order to con-
sider means and methods of securing all fed-
eral data that is categorized as personally 
identifiable information. 

Attempts to misinform or frighten Americans 
regarding the healthcare.gov or the Patient 
Protection and Affordable Care Act implemen-
tation mechanisms are unwarranted. 

CMS has a detailed and well managed pro-
gram for ensuring that personally identifiable 
information is secure and when questions 
arise they have a top level ‘‘Incident Handling’’ 
protocol that is through in investigating issues 
and uncovering the facts regarding suspected 
breaches. 

CMS relies upon US-CERT, which is part of 
DHS’ National Cybersecurity and Communica-
tions Integration Center (NCCIC) to address 
breaches of data it manages. 

The Department of Homeland Security’s 
United States Computer Emergency Readi-
ness Team (US-CERT) leads efforts to im-
prove the nation’s cybersecurity posture, co-
ordinate cyber information sharing, and 
proactively manage cyber risks to the Nation 
while protecting the constitutional rights of 
Americans. 

CMS informs US-CERT within an hour of a 
suspected breach incident. 

However, a report does not mean that an in-
cident occurred an investigation must proceed 
to determine if the report is valid. 

It is important note that premature breach 
notices being sent to consumers regarding 
their personally identifiable information could 
have unintended and adverse outcomes for 
several reasons: 

Notice fatigue—too many notices and peo-
ple stop paying attention; 

Increased cost of administering a program 
due to additional communications that inform 
people that the initial breach notice was a 
false alarm; 

Giving notice to cyber criminals or terrorists 
that they have been discovered before law en-
forcement or national security can assess how 
the extent of the threat, the target or objective 
of the attack and trace the source of the threat 
with the goal of identifying the culprits; and 

Correcting the problem that allowed the 
breach to occur 

HHS should only collect the personally iden-
tifiable information that is necessary, used it 

for the purpose of the collection and promptly 
discarded that data so no database or system 
of records is created. 

I commend my colleagues for the focus on 
Privacy and hope that we can work together to 
improve the protection of personal information 
on Americans throughout the Federal Govern-
ment. 

I strongly recommend that my colleagues 
vote to send this bill back for committee con-
sideration so that its goal of improving privacy 
protection can be better matched to the reality 
of what CMS is currently doing in the area of 
breach notification, which conforms to what 
Americans need and law-enforcement as well 
as national security must have to protect fed-
eral agency computer networks. 

1 INTRODUCTION 
CMS must be able to respond to computer 

security-related and/or privacy-related inci-
dents in a manner that protects its own in-
formation and helps to protect the informa-
tion of others that might be affected by the 
incident. 

This Risk Management Handbook Volume 
III, Standard 7.1, Incident Handling and 
Breach Notification standard, along with the 
companion procedures of the RMH Volume 
II, Procedure 7.2, Incident Handling, super-
sedes the CMS Information Security (IS) In-
cident Handling and Breach Analysis/Notifi-
cation Procedure dated December 3, 2010. 

1.1 Background 
1.1.1 SECURITY EVENT 

A Security Event is an observable occur-
rence in a network or system (e.g., known or 
suspected penetrations of information Tech-
nology (IT) resources, probes, infections, log 
reviews), or any occurrence that potentially 
could threaten CMS data confidentiality, in-
tegrity, or availability. 

1.1.2 REPORTABLE EVENT 
A Reportable Event is any activity or oc-

currence that involves: 
A matter that a reasonable person would 

consider a violation of criminal, civil, or ad-
ministrative laws applicable to any Medicare 
contract or federal health care program. 

Integrity violations, including any known, 
probable, or suspected violation of any Medi-
care contract term or provision. 

A matter considered to have an ‘‘adverse’’ 
impact on the IT system/infrastructure or 
CMS data confidentiality, integrity, or 
availability. Examples of specific events that 
should be reported include (but are not lim-
ited to): 

Unauthorized access to or use of sensitive 
data for illegal purposes. 

Unauthorized altering of data, programs, 
or hardware. 

Loss of mission-essential data (i.e., pa-
tient, financial, benefits, legal, etc.). 

Environmental damage/disaster (greater 
than $10,000) causing loss of IT services or 
data, or which may be less than $10,000 in 
damage yet affect CMS’ ability to continue 
any day-to-day functions and operations. 

Infection of sensitive systems, firmware, or 
software by malicious code (i.e., Viruses, 
Worms and Trojan Horses, etc.). 

Perpetrated theft, fraud, vandalism, and 
other criminal computer activity that did, or 
may, affect the organization’s capabilities to 
continue day-to-day functions and oper-
ations. 

Telecommunications/network security vio-
lations, i.e., networks (including local area 
networks [LANs], metropolitan area net-
works [MANs], and wide area networks 
[WANs]) that experience service interrup-
tions that cause an impact to an indefinite 
number of end users. 

Unauthorized access to data when in trans-
mission over communications media. 

Loss of system availability affecting the 
ability of users to perform the functions re-
quired to carry out day-to-day responsibil-
ities. 

Root-level attacks on networking infra-
structure, critical systems, or large, multi- 
purpose, or dedicated servers. 

Compromise (or disclosure of account ac-
cess information) of privileged accounts on 
computer systems. 

Compromise (or disclosure of account ac-
cess information) of individual user accounts 
or desktop (single-user) systems. 

Denial-of-service attacks on networking 
infrastructure and systems. 

Attacks launched on others from within 
organizational boundaries or systems. 

Scans of internal organizational systems 
originating from the Internet or from within 
the organizational boundaries. 

Any criminal act that may have been com-
mitted using organizational systems or re-
sources. 

Disclosure of protected data, including 
paper disclosure, email release, or inad-
vertent posting of data on a web site. 

Suspected information-technology policy 
violation. 

A Reportable Event may be the result of 
an isolated event or a series of occurrences. 
Reportable Events under these procedures 
include events that occur at CMS federal 
sites, contractor/subcontractor sites/sys-
tems, consultants, vendors or agents. If the 
Reportable Event results in an overpayment 
relating to either Trust Fund payments or 
administrative costs, the report must de-
scribe the overpayment with as much speci-
ficity as possible, as of the time of the due 
date for the submission of the report. 

Security events that may consist of an ob-
servable occurrence in a network or system 
(e.g., detected probes, infections prevented, 
log reviews, etc.), that do not threaten sys-
tem integrity, are not considered Reportable 
Events unless they may be reasonably asso-
ciated with other incidents, Reportable 
Events, or breaches. CMS categorizes these 
events in a monthly report to the Depart-
ment of Health and Human Services (HHS) 
(hereafter referred to as the ‘‘Department’’ 
or ‘‘HHS’’) Cybersecurity Program as fol-
lows: 

Malicious Code Prevented: Viruses were 
prevented and did not cause any harm to any 
system. 

Probes and Reconnaissance Scans De-
tected: Probes and scans were detected but 
did not pose a serious threat to a CMS sys-
tem. 

Inappropriate Usage: Misuse of computing 
resources by an otherwise authorized indi-
vidual. 

Other: Cannot be categorized under any of 
the above and do not threaten system integ-
rity. 

There are many events that may be flagged 
as inappropriate use of resources, but reflect 
situations that do not fall under the defini-
tions associated with incidents, Reportable 
Events, or breaches. In such cases, reporting 
should be made through applicable contrac-
tual resources, or through appropriate Fed-
eral Fraud, Waste, and Abuse reporting 
channels. 

1.1.3 PRIVACY INFORMATION 
Privacy is the right of an individual to 

control their own personal information, and 
not have it disclosed or used by others with-
out permission. At CMS, we are charged with 
protecting other people’s private informa-
tion—that of every citizen (or legal resident) 
beneficiary utilizing benefits the vast Medi-
care/Medicaid program, as well as many sub-
sidiary programs. 

Confidentiality is the obligation of another 
party to respect privacy by protecting per-
sonal information they receive, and pre-
venting it from being used or disclosed with-
out the subject’s knowledge and permission. 
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Again, at CMS we are charged with pro-
tecting the confidentiality of other people’s 
citizen-beneficiary information. A breach of 
that confidentiality is not simply a failure of 
a ‘‘technical control’’, it is a basic failure of 
CMS to meet its obligation to protect the in-
dividual citizen. Moreover, unlike the bank-
ing industry where financial compensation is 
a readily-available remedy to a breach, pri-
vate medical information cannot be simply 
replaced with something of ‘‘similar value’’, 
or by simply closing an account, and opening 
a new (better protected) one. Once a privacy 
breach occurs, the ramifications can be far- 
reaching and long lasting—with no readily 
available ‘‘patch’’ to undo the damage (we 
cannot simply replace one violated health 
record with a brand new one.) 

Security is the means used to protect the 
confidentiality of personal information 
through physical, technical, and administra-
tive safeguards. 

Privacy is the ‘‘business objective’’ of secu-
rity. The core of the relationship between in-
formation security and information privacy 
lies in the fact that security, or lack of it, is 
the determinant of the level of privacy that 
a system or infrastructure can assure. If 
there is a breach of computer security, it has 
a corresponding negative effect on the con-
fidentiality, integrity, and availability of 
the information therein. Inadequate security 
leads directly to loss of privacy. Therefore, if 
privacy is the ‘‘business objective’’, then se-
curity is the ‘‘functional requirements’’ nec-
essary for an IT system to meet those ‘‘busi-
ness objectives’’. 
1.1.3.1 PERSONALLY IDENTIFIABLE INFORMATION 

(PII) 
Personally Identifiable Information (PII) is 

information which can be used to distinguish 
or trace an individual’s identity, such as 
their name, social security number, biomet-
ric records, etc. alone, or when combined 
with other personal or identifying informa-
tion which is linked or linkable to a specific 
individual, such as date and place of birth, 
mother’s maiden name, etc. PII also includes 
individually identifiable health information 
as defined by the Health Insurance Port-
ability and Accountability Act (HIPAA) of 
1996, Privacy Rule (45 CFR Section 164.501. 
PII is also often referred to as personally 
identifiable data or individually identifiable 
information. 

1.1.3.2. PROTECTED HEALTH INFORMATION (PHI) 
Protected Health Information (PHI) is in-

dividually identifiable health information 
held or transmitted by a covered entity or 
its business associate, in any form or media, 
whether electronic, paper, or oral. 

Individually Identifiable Health Informa-
tion is a subset of health information, in-
cluding demographic data collected con-
cerning an individual that: 

Is created or received by a healthcare pro-
vider, health plan, employer, or healthcare 
clearinghouse. 

Relates to the past, present or future phys-
ical or mental health or condition of an indi-
vidual; the provision of healthcare to an in-
dividual; or the past, present, or future pay-
ment for the provision of healthcare to an 
individual, and meets either of the following: 

Identifies the individual. 
There is a reasonable basis to believe the 

information can be used to identify the indi-
vidual. 

The HIPAA Privacy Rule excludes from 
the definition of PHI individually identifi-
able health information that is maintained 
in education records covered by the Family 
Educational Right and Privacy Act (as 
amended, 20 U.S.C. 1232g) and records de-
scribed at 20 U.S.C. 1232g(a)(4)(B)(iv), and 
employment records containing individually 
identifiable health information that are held 

by a covered entity in its role as an em-
ployer. 

The HIPAA Privacy Rule covers PHI in 
any medium (including paper) while the 
HIPAA Security Rule covers PHI in elec-
tronic form (ePHI) only. 

1.1.3.3 DE-IDENTIFIED HEALTH INFORMATION 
With those definitions in place, what infor-

mation (or data) elements comprise PHI such 
that, if they were removed, the above defini-
tion of individually identifiable health infor-
mation would not apply? The answer is in 
the HIPAA de-identification use standard 
and its two implementation specifications of 
the HIPAA Privacy Rule. 

There are no restrictions on the use or dis-
closure of de-identified health information. 
De-identified health information neither 
identifies nor provides a reasonable basis to 
identify an individual. There are two speci-
fications for de-identifying individually iden-
tifiable health information; either: 1) a for-
mal determination by a qualified statisti-
cian; or 2) the removal of specified identi-
fiers of the individual and of the individual’s 
relatives, household members, and employ-
ers is required, and is adequate only if the 
covered entity has no actual knowledge that 
the remaining information could be used to 
identify the individual. 

The following identifiers of the individual 
or of relatives, employers, or household 
members of the individual must be removed 
to achieve the safe harbor method of de-iden-
tification: 

1. Names 
2. All geographic subdivisions smaller than 

a State, including street address, city, coun-
ty, precinct, zip code, and their equivalent 
geocodes, except for the initial three digits 
of a zip code if, according to the current pub-
licly available data from the Bureau of Cen-
sus: 

a. The geographic units formed by com-
bining all zip codes with the same three ini-
tial digits contains more than 20,000 people. 

b. The initial three digits of a zip code for 
all such geographic units containing 20,000 or 
fewer people is changed to 000. 

3. All elements of dates (except year) for 
dates directly related to the individual, in-
cluding birth date, admission date, discharge 
date, date of death; and all ages over 89 and 
all elements of dates (including year) indic-
ative of such age, except that such ages and 
elements may be aggregated into a single 
category of age 90 or older. 

4. Telephone numbers 
5. Fax numbers 
6. Electronic mail addresses 
7. Social security numbers 
8. Medical record numbers 
9. Health plan beneficiary numbers 
10. Account numbers 
11. Certificate/license numbers 
12. Vehicle identifiers and serial numbers, 

including license plate numbers 
13. Device identifiers and serial numbers 
14. Web Universal Resource Locators 

(URLs) 
15. Internet Protocol (IP) address numbers 
16. Biometric identifiers, including finger 

and voiceprints 
17. Full face photographic images and any 

comparable images. 
18. Any other unique identifying number, 

characteristic, or code, except as permitted 
for re-identification purposes provided cer-
tain conditions are met 

In addition to the removal of the above- 
stated identifiers, the covered entity may 
not have actual knowledge that the remain-
ing information could be used alone or in 
combination with any other information to 
identify an individual who is subject of the 
information. 

Mr. PITTS. Mr. Speaker, at this time 
I am pleased to yield 1 minute to the 

gentleman from Louisiana (Mr. SCA-
LISE), the distinguished chairman of 
the Republican Study Committee and a 
member of the Energy and Commerce 
Committee. 

Mr. SCALISE. I thank the gentleman 
from Pennsylvania for yielding and for 
bringing the Health Exchange Security 
and Transparency Act. Mr. Speaker, all 
we are saying here is if American fami-
lies’ personal information is stolen 
through this Web site, through the ex-
change Web site, they ought to be noti-
fied by the administration that their 
data was breached. 

And, of course, you have the White 
House actually coming out and saying 
they will veto this bill. What does the 
Obama administration have against 
protecting the privacy of American 
families’ personal information? You 
have got an administration official who 
testified for our committee, the chief 
information security officer who actu-
ally said there is also no confidence 
that personal identifiable information 
will be protected. 

Well, if they can’t ensure the protec-
tion—and by the way, the individual 
mandate says this is not an option for 
American families, they have to go 
through this exchange to get insurance 
that is approved by the government. So 
if the government is going to mandate 
it, and we don’t want the government 
to mandate this, but if they are going 
to mandate it, they ought to be able to 
ensure that the data is protected. And 
if it is breached, they ought to notify 
them that this has happened. And yet 
they issue a veto threat against this. 
We need to pass this legislation and 
put this transparency in law. Pass this 
bill. 

Mr. PALLONE. Mr. Speaker, I yield 
myself such time as I may consume. 

Mr. Speaker, once again I hear my 
colleagues on the other side repeating 
the same things that are not accurate. 
You do not have to go on 
healthcare.gov to sign up for health in-
surance. Mr. WAXMAN said you can go 
to a private insurance broker or call an 
800 number. You can go through var-
ious nonprofits. They keep repeating 
the same thing, and we keep having to 
say that there have been no breaches. 

The gentleman mentioned the admin-
istration. The administration state-
ment, which I read before and I will 
only summarize part of it now, it says 
that the Federal Government has al-
ready put in place an effective and effi-
cient system for securing personally 
identifiable information in the health 
insurance marketplace. The adminis-
tration opposes the bill because it 
would create unrealistic and costly pa-
perwork requirements that do not im-
prove the safety or security of person-
ally identifiable information in the 
health insurance marketplace. The 
purpose of the bill I understand; but it 
is simply not necessary, and it is just 
making people fearful of signing up. 

I reserve the balance of my time. 
Mr. PITTS. Mr. Speaker, I yield 1 

minute to the gentleman from Colo-
rado (Mr. GARDNER). 
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Mr. GARDNER. I thank the chairman 
of the committee for his good work. 

Mr. Speaker, I would remind our col-
leagues that when you call the 800 
number to sign up for the exchange 
policies, as was heard before our com-
mittee in testimony, the people who 
get that number on that phone call 
then turn around and use the 
healthcare.gov site—the information, 
the Web site—to input that informa-
tion. So you are forced to go through 
this site. 

A couple of weeks ago I received this 
letter: 

We are writing to you because an elec-
tronic file containing your personal informa-
tion cannot be accounted for. The file in-
cluded two or more of the following: your 
name, home mailing address, and Social Se-
curity number. 

The letter went on to say: 
We wanted to alert you to the potential 

that someone not authorized to access the 
records could have seen the information. 

This letter came from the State of 
Colorado, this letter from the State of 
Colorado because they couldn’t hold on 
to State employees’ private personal 
identification information. 

All we are asking for is that we pro-
tect the privacy, the security of the 
American people. To oppose this bill, 
to issue a veto threat, if the site is se-
cure, they will never receive the no-
tice; if it is not, we will have acted to 
protect the American people. 

STATE OF COLORADO, 
Yuma, CO. 

MR. GARDNER: We are writing to you be-
cause an electronic file containing your per-
sonal information cannot be accounted for. 
The file included two or more of the fol-
lowing: your name, home/mailing address 
and Social Security number. 

There is no indication that your informa-
tion has been misused or stolen, and we are 
continuing efforts to account for the file. 
Still, we wanted to alert you to the potential 
that someone not authorized to access the 
records could have seen the information, al-
though that is unlikely. 

As a precaution, we recommend that you 
visit the Colorado Attorney General’s Of-
fice’s website at http://www.colorado 
attorneygeneral.gov/initiatives/identity 
ltheft, which contains information on how 
to protect yourself from the possibility of 
identity theft. Once again, we do not have 
any indication that your information has 
been misused or stolen and believe such mis-
use is unlikely. 

We deeply regret that this incident oc-
curred. We want to assure you that we are 
reviewing and revising our procedures and 
practices to minimize the risk of recurrence. 
Should you need any further information, 
please contact the Office of Information Se-
curity at infosec@state.co.us. 

Sincerely, 
JONATHAN C. TRULL, 

Chief Information Security Officer. 

Mr. PALLONE. Mr. Speaker, I re-
serve the balance of my time. 

Mr. PITTS. Mr. Speaker, I am 
pleased to yield 1 minute to the gen-
tleman from Ohio (Mr. JORDAN). 

Mr. JORDAN. Mr. Speaker, the inde-
pendent contractor said they were un-
able to adequately test the confiden-

tiality and integrity of the system. 
They said no complete end-to-end test-
ing was done. The chief information se-
curity officer recommended not 
launching it, her boss refused to sign 
the authority to operate, and they 
launched it anyway. They knew, the 
administration knew this Web site 
wasn’t ready; they launched it anyway. 
The whole country now knows it 
wasn’t ready. They launched it any-
way, put millions of people’s personal 
information at risk, and they did it for 
political reasons. 

Now all we are asking—all we are 
asking—is when there is a breach, 
when there is a problem, at least tell 
the American citizens. You already 
launched a Web site for political rea-
sons that you knew wasn’t ready, put 
millions of Americans’ personal infor-
mation at risk. You already did that. 
Now we are saying, if there is a prob-
lem, at least tell them. That is all this 
bill does. 

And what does the administration 
say? We are going to veto that bill if it 
happens. 

You have got to be kidding me. You 
have got to be kidding me. That is all 
this is about. 

So I want to commend Mr. PITTS, the 
committee, and those individuals who 
put work into this. It is a good piece of 
legislation, and I would urge a ‘‘yes’’ 
vote. 

Mr. PALLONE. Mr. Speaker, I con-
tinue to reserve the balance of my 
time. 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 1 minute to 
the gentlelady from Kansas (Ms. JEN-
KINS), the distinguished secretary of 
our caucus. 

Ms. JENKINS. Mr. Speaker, I thank 
the gentleman for yielding. 

Health care is a personal issue, and 
many Kansans are worried about sub-
mitting their sensitive and private in-
formation into a system that can’t pro-
tect them against the devastating con-
sequences of security breaches and 
fraud. 

Experts have repeatedly raised red 
flags about the security of the informa-
tion people are submitting to the 
ObamaCare exchanges, and a former 
Social Security Administrator even de-
scribed the Web site as a hacker’s 
dream. Important questions about the 
Web site security remain unanswered, 
and Americans, especially those who 
have lost their plans due to the Presi-
dent’s health care law, deserve some 
piece of mind that their information is 
safe from cyber thieves. 

I urge my colleagues to support this 
bill that requires HHS to notify Ameri-
cans within 2 business days if their per-
sonal information has been com-
promised. Much more is required of pri-
vate sector companies whose products 
are not mandated by law. The least the 
administration can do is notify Ameri-
cans if their information has been sto-
len or unlawfully accessed through the 
ObamaCare exchange. 

Mr. PALLONE. Mr. Speaker, I con-
tinue to reserve the balance of my 
time. 

Mr. PITTS. Mr. Speaker, at this 
time, I am pleased to yield 1 minute to 
the gentlelady from Indiana (Mrs. 
WALORSKI). 

Mrs. WALORSKI. Mr. Speaker, I am 
pleased to cosponsor this legislation to 
enact much-needed consumer protec-
tions for healthcare.gov. 

It is unfair that the Department of 
HHS launched healthcare.gov without 
performing a complete security control 
assessment. Installing the necessary 
safeguards for the exchanges should 
have been the administration’s top pri-
ority. 

Now Congress has an opportunity to 
pass a law that simply requires HHS to 
notify consumers within 2 business 
days if their personal information is 
unlawfully accessed or stolen. In a dig-
ital world, Americans deserve to know 
their information is compromised so 
they can immediately take action to 
protect themselves. 

Last summer, I traveled my entire 
district in Indiana to notify and to 
make aware cybersecurity issues and 
steps to avoid identity theft. Hoosiers 
in Indiana, especially seniors, shared 
with me frightening stories about fraud 
and scams. They need to know that 
healthcare.gov will not contribute to 
the cybersecurity dilemma. This is the 
kind of representation they deserve in 
Congress. 

I urge my colleagues to support this 
commonsense law to safeguard our per-
sonal information. 

Mr. PALLONE. Mr. Speaker, I con-
tinue to reserve the balance of my 
time. 

Mr. PITTS. Mr. Speaker, we are pre-
pared to close, and I reserve the bal-
ance of my time. 

Mr. PALLONE. Mr. Speaker, I just 
want to say, again, I am not saying 
that I am opposed to some kind of se-
curity notification. In fact, it already 
exists and there is a protocol in place 
with the Department of Health and 
Human Services. The point is that this 
Republican bill is simply not nec-
essary. That security already exists. 

The fact of the matter is there have 
not been any security breaches. Once 
again, we are simply seeing the Repub-
licans get up and try to scare people so 
that they don’t go and use 
healthcare.gov, the Web site. 

What we would really like to see, Mr. 
Speaker, is the day when, on both sides 
of the aisle here, we can simply get up 
and talk about legislation that con-
tinues to provide outreach and encour-
age people to sign up for the Web site 
and get the health insurance that they 
need. I still honestly believe that most 
Republicans and Democrats collec-
tively would like to see most Ameri-
cans covered with health insurance. 
That was the purpose of the Affordable 
Care Act. 

I think my one optimistic note today 
could be at least we are not seeing an-
other bill on the floor that would seek 
to repeal the Affordable Care Act. 
Hopefully, that is some recognition on 
the Republican side that the Affordable 
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Care Act is actually accomplishing its 
goal of trying to cover most Ameri-
cans, if not all Americans. 

With that, Mr. Speaker, I urge my 
colleagues to oppose this unnecessary 
bill, and I yield back the balance of my 
time. 

Mr. PITTS. Mr. Speaker, some have 
argued that requiring HHS to report a 
data breach that is known to have re-
sulted in a loss of personal identifiable 
information within 2 days is too bur-
densome for the Department. In fact, 
the administration opposes this legisla-
tion for ‘‘paperwork requirements.’’ 

I am frankly shocked that any Mem-
ber of this body would put workload 
concerns of HHS ahead of their con-
stituents’ right to know if their data 
has been breached when many of our 
constituents are essentially being 
forced to shop through these ex-
changes. 

In addition, CMS has stated that 
States and other nonexchange entities 
are required to report data breaches to 
the Department within 1 hour to HHS. 
If HHS believes 1 hour is enough time 
to report, then they should certainly 
be able to tell our constituents within 
2 days after knowing an individual’s in-
formation was breached through an ex-
change. 

Our constituents deserve to know if 
their personal information has been 
breached. That is all the underlying 
bill requires. Our constituents have a 
right to know. They should have peace 
of mind, and we should be protecting 
them, the victims, not the bureauc-
racy. 

I urge my colleagues to support this 
commonsense, important bill, and I 
yield back the balance of my time. 

Mr. DEFAZIO. Mr. Speaker, I will vote for 
H.R. 3811 with significant reservations. There 
is no question that Americans must be quickly 
notified if their personal information on 
Healthcare.gov or a state exchange website is 
compromised. Current law accomplishes this 
without a hard and fast deadline. H.R. 3811 
aims to add a hard deadline for notification, 
and that is why I voted for it. Unfortunately the 
bill is poorly drafted. H.R. 3811 fails to provide 
any delay for public disclosure if immediate 
disclosure would derail a federal investigation. 
Americans have a right to know if their per-
sonal information has been stolen or misused, 
but it is also critical that our federal law en-
forcement agencies be able to hunt down and 
prosecute those responsible for a data breach. 
Republicans need to work with the Administra-
tion and Democrats in Congress to come up 
with a bipartisan solution that makes sure that 
enforcement can do their job and establishes 
prompt but reasonable disclosure require-
ments to protect consumers. 

Mr. BLUMENAUER. Mr. Speaker, we are in 
a new year, and a new session. The Afford-
able Care Act is the law of the land, and we 
should find a way to move past this empty, 
meaningless bickering. 

I will vote against H.R. 3811 because this 
bill is a diversion tactic by the Republicans, 
designed to scare Americans away from ob-
taining affordable health coverage and further 
undermines confidence in Government. 

This bill serves no useful purpose. The 
mere fact that this bill is only directed at the 

Department of Health and Human Services 
(HHS), and no other agency that handles per-
sonally identifiable information, demonstrates 
that Republicans are only attacking the Afford-
able Care Act for political purposes; not to 
make it work better to give Americans the 
health care they are entitled to under the law. 

Not only is this bill a waste of time, but it 
detracts from the real work we need to do to 
strengthen our health care system. If my col-
leagues were serious about improving the Af-
fordable Care Act, we’d welcome that discus-
sion, but to date the only interest they have is 
frightening Americans away from a law that 
would provide the affordable, accessible 
health coverage to those who need it most. 

Just this week, the Centers for Medicare 
and Medicaid Services (CMS) announced that 
the increase in overall health care costs for 
the last four years is the lowest we’ve ever re-
corded in part as a result of the reforms taking 
place. We should be focused how to build on 
and take advantage of that trend, for example 
repealing the flawed and burdensome Medi-
care sustainable growth rate (SGR) and avoid 
the ordeal we subject the health care commu-
nity to every year. 

Please let’s stop this senseless exercise in 
futility and work together for a more productive 
2014 and effectively provide the healthcare 
Americans are entitled to under the Law. 

Mr. DINGELL. Mr. Speaker, I rise in opposi-
tion to H.R. 3811, the Health Exchange Secu-
rity and Transparency Act. 

There is a very real and pressing need for 
Congress to enact data security and breach 
notification requirements. But H.R. 3811 isn’t 
the way to do it. At only a paragraph long, the 
bill is vague, far too limited in scope and, quite 
frankly, absolutely unworkable. It fails to define 
what constitutes ‘‘personally identifiable infor-
mation,’’ a key component to any successful 
data security and breach-bill. It applies only to 
the Affordable Care Act and has no bearing 
on the sorts of massive breaches like the one 
Target just reported. And its 48-hour notifica-
tion requirement would impede accurate re-
porting to consumers about whose and what 
information has been breached. 

Mr. Speaker, H.R. 3811 isn’t meant to solve 
a problem. It’s another attempt by my Repub-
lican friends to throw egg on the Administra-
tion’s face. Our consideration of this bill is also 
an affront to regular order because H.R. 3811 
hasn’t even been considered by the Com-
mittee on Energy and Commerce. That said, 
data security and breach notification legislation 
is absolutely necessary. If my friends on the 
other side of the aisle are truly willing to work 
on comprehensive bipartisan legislation, they’ll 
find a willing partner in me. But they have to 
stop with cynical, politically motivated half- 
measures and genuinely commit to protecting 
the interests of consumers. 

Vote down this bill. 
Mr. SMITH of Texas. Mr. Speaker, when the 

Obama Administration launched 
Healthcare.gov, Americans were led to believe 
that the website was safe and secure. As the 
Science, Space, and Technology Committee 
learned at our hearing in November, this was 
not the case. 

Healthcare.gov comprises one of the largest 
collections of personal information ever as-
sembled. 

The Administration has a responsibility to 
ensure that Americans’ personal and financial 
data is secure. And individuals should be noti-

fied when their personal information has been 
compromised. 

Instead, the Centers for Medicare and Med-
icaid Services chose not to notify individuals 
when a security breach occurs. 

This bill makes sure that individuals get the 
information they need to protect themselves. 

By alerting users when a security breach 
occurs on the ObamaCare website, they can 
take action to limit the consequences. 

If the Administration won’t protect the pri-
vacy and security of Americans, then Con-
gress should. 

The SPEAKER pro tempore. All time 
for debate has expired. 

Pursuant to House Resolution 455, 
the previous question is ordered on the 
bill. 

The question is on the engrossment 
and third reading of the bill. 

The bill was ordered to be engrossed 
and read a third time, and was read the 
third time. 

The SPEAKER pro tempore. The 
question is on the passage of the bill. 

The question was taken; and the 
Speaker pro tempore announced that 
the ayes appeared to have it. 

Mr. PALLONE. Mr. Speaker, on that 
I demand the yeas and nays. 

The yeas and nays were ordered. 
The vote was taken by electronic de-

vice, and there were—yeas 291, nays 
122, not voting 19, as follows: 

[Roll No. 11] 

YEAS—291 

Aderholt 
Amash 
Amodei 
Bachmann 
Bachus 
Barber 
Barletta 
Barr 
Barrow (GA) 
Barton 
Benishek 
Bentivolio 
Bera (CA) 
Bilirakis 
Bishop (NY) 
Bishop (UT) 
Black 
Blackburn 
Boustany 
Brady (TX) 
Braley (IA) 
Bridenstine 
Brooks (AL) 
Brooks (IN) 
Broun (GA) 
Brownley (CA) 
Buchanan 
Bucshon 
Burgess 
Bustos 
Byrne 
Calvert 
Camp 
Campbell 
Cantor 
Capito 
Capps 
Capuano 
Carney 
Cartwright 
Cassidy 
Chabot 
Chaffetz 
Cicilline 
Coble 
Coffman 
Cole 
Collins (GA) 
Collins (NY) 
Conaway 
Connolly 
Cook 

Costa 
Cotton 
Cramer 
Crawford 
Crenshaw 
Cuellar 
Culberson 
Daines 
Davis, Rodney 
DeFazio 
Delaney 
Denham 
Dent 
DeSantis 
DesJarlais 
Diaz-Balart 
Doggett 
Duckworth 
Duffy 
Duncan (SC) 
Duncan (TN) 
Ellmers 
Enyart 
Esty 
Farenthold 
Fincher 
Fitzpatrick 
Fleischmann 
Fleming 
Flores 
Forbes 
Fortenberry 
Foster 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gallego 
Garamendi 
Garcia 
Gardner 
Garrett 
Gerlach 
Gibbs 
Gibson 
Gingrey (GA) 
Gohmert 
Goodlatte 
Gosar 
Gowdy 
Granger 
Graves (GA) 
Graves (MO) 

Griffin (AR) 
Griffith (VA) 
Grimm 
Hahn 
Hall 
Hanabusa 
Hanna 
Harper 
Harris 
Hartzler 
Hastings (WA) 
Hensarling 
Himes 
Holding 
Horsford 
Hudson 
Huelskamp 
Huizenga (MI) 
Hultgren 
Hunter 
Hurt 
Israel 
Issa 
Jenkins 
Johnson (OH) 
Johnson, Sam 
Jordan 
Joyce 
Kaptur 
Keating 
Kelly (PA) 
Kilmer 
King (IA) 
King (NY) 
Kingston 
Kinzinger (IL) 
Kirkpatrick 
Kline 
Kuster 
Labrador 
LaMalfa 
Lamborn 
Lance 
Langevin 
Lankford 
Latham 
Latta 
Lipinski 
LoBiondo 
Loebsack 
Lofgren 
Long 
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Lucas 
Luetkemeyer 
Lujan Grisham 

(NM) 
Luján, Ben Ray 

(NM) 
Lummis 
Lynch 
Maffei 
Maloney, 

Carolyn 
Maloney, Sean 
Marchant 
Marino 
Massie 
Matheson 
McAllister 
McCarthy (CA) 
McCaul 
McHenry 
McIntyre 
McKeon 
McKinley 
McMorris 

Rodgers 
Meadows 
Meehan 
Messer 
Mica 
Michaud 
Miller (FL) 
Miller (MI) 
Miller, Gary 
Mullin 
Mulvaney 
Murphy (FL) 
Murphy (PA) 
Neugebauer 
Noem 
Nolan 
Nugent 
Nunes 
Nunnelee 
Olson 
Owens 
Palazzo 
Paulsen 

Pearce 
Perry 
Peters (CA) 
Peters (MI) 
Peterson 
Petri 
Pingree (ME) 
Pittenger 
Pitts 
Poe (TX) 
Pompeo 
Posey 
Price (GA) 
Radel 
Rahall 
Reed 
Reichert 
Renacci 
Ribble 
Rice (SC) 
Rigell 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rogers (MI) 
Rohrabacher 
Rokita 
Rooney 
Ros-Lehtinen 
Roskam 
Ross 
Rothfus 
Royce 
Runyan 
Ryan (WI) 
Salmon 
Sanford 
Scalise 
Schneider 
Schock 
Schrader 
Schwartz 
Schweikert 
Scott, Austin 
Sensenbrenner 
Sessions 

Shea-Porter 
Sherman 
Shimkus 
Shuster 
Simpson 
Sinema 
Smith (MO) 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Southerland 
Speier 
Stewart 
Stivers 
Stutzman 
Terry 
Thompson (PA) 
Thornberry 
Tiberi 
Tierney 
Tipton 
Titus 
Turner 
Upton 
Valadao 
Vela 
Wagner 
Walberg 
Walden 
Walorski 
Walz 
Weber (TX) 
Wenstrup 
Westmoreland 
Whitfield 
Williams 
Wilson (SC) 
Wittman 
Wolf 
Womack 
Woodall 
Yoder 
Yoho 
Young (AK) 
Young (IN) 

NAYS—122 

Andrews 
Bass 
Beatty 
Becerra 
Bishop (GA) 
Blumenauer 
Bonamici 
Brady (PA) 
Brown (FL) 
Butterfield 
Cárdenas 
Carson (IN) 
Castor (FL) 
Castro (TX) 
Chu 
Clark (MA) 
Clarke (NY) 
Clay 
Clyburn 
Cohen 
Conyers 
Courtney 
Crowley 
Cummings 
Davis (CA) 
Davis, Danny 
DeGette 
DeLauro 
DelBene 
Deutch 
Dingell 
Doyle 
Edwards 
Ellison 
Engel 
Eshoo 
Farr 
Fattah 
Frankel (FL) 
Fudge 
Grayson 
Green, Al 

Green, Gene 
Grijalva 
Gutiérrez 
Hastings (FL) 
Heck (WA) 
Higgins 
Hinojosa 
Holt 
Honda 
Hoyer 
Huffman 
Jackson Lee 
Jeffries 
Johnson (GA) 
Johnson, E. B. 
Kelly (IL) 
Kennedy 
Kildee 
Kind 
Larsen (WA) 
Larson (CT) 
Lee (CA) 
Levin 
Lewis 
Lowenthal 
Lowey 
Matsui 
McCollum 
McDermott 
McGovern 
McNerney 
Meeks 
Meng 
Miller, George 
Moore 
Moran 
Nadler 
Napolitano 
Negrete McLeod 
O’Rourke 
Pallone 
Pascrell 

Pastor (AZ) 
Payne 
Pelosi 
Pocan 
Polis 
Price (NC) 
Quigley 
Rangel 
Richmond 
Roybal-Allard 
Ryan (OH) 
Sánchez, Linda 

T. 
Sanchez, Loretta 
Sarbanes 
Schakowsky 
Schiff 
Scott (VA) 
Scott, David 
Serrano 
Sewell (AL) 
Sires 
Swalwell (CA) 
Takano 
Thompson (CA) 
Thompson (MS) 
Tonko 
Tsongas 
Van Hollen 
Vargas 
Veasey 
Velázquez 
Visclosky 
Wasserman 

Schultz 
Waters 
Waxman 
Welch 
Wilson (FL) 
Yarmuth 

NOT VOTING—19 

Carter 
Cleaver 
Cooper 
Gabbard 
Guthrie 

Heck (NV) 
Herrera Beutler 
Jones 
McCarthy (NY) 
McClintock 

Neal 
Perlmutter 
Ruiz 

Ruppersberger 
Rush 

Slaughter 
Smith (WA) 

Stockman 
Webster (FL) 

b 1054 

Messrs. LYNCH and SAM JOHNSON 
of Texas, Ms. HAHN, Mr. CICILLINE, 
Ms. SPEIER, and Mr. LANGEVIN 
changed their vote from ‘‘nay’’ to 
‘‘yea.’’ 

So the bill was passed. 
The result of the vote was announced 

as above recorded. 
A motion to reconsider was laid on 

the table. 
Stated for: 
Mr. WEBSTER of Florida. Mr. Speaker, on 

rollcall No. 11, had I been present, I would 
have voted ‘‘yes.’’ 

PERSONAL EXPLANATION 
Mr. CLEAVER. Mr. Speaker, due to a med-

ical procedure, I was unable to vote the week 
of January 7th. On Tuesday, January 7, I 
would have voted ‘‘present’’ on rollcall vote 
No. 1 (Quorum). 

On January 8, I would have voted ‘‘yes’’ on 
rollcall vote No. 2 (H.R. 721), ‘‘yes’’ on rollcall 
vote No. 3 (H.R. 3527), and ‘‘yes,’’ on rollcall 
vote No. 4 (H.R. 3628). 

On January 9, I was also unable to vote. 
Had I been present, I would have voted ‘‘no’’ 
on rollcall vote No. 5 (Ordering the Previous 
Question), ‘‘no’’ on rollcall vote No. 6 (H. Res. 
455), ‘‘yes’’ on rollcall vote No. 7 (Sinema 
Amendment No. 1), ‘‘yes’’ on rollcall vote No. 
8 (Tonko Amendment No. 2), ‘‘yes’’ on rollcall 
vote No. 9 (Motion To Recommit with Instruc-
tions), and ‘‘no’’ on rollcall vote No. 10 (Final 
Passage of H.R. 2279). 

On January 10, I would have voted ‘‘no’’ on 
rollcall vote No. 11 (Final Passage of H.R. 
3811). 

f 

REMOVAL OF NAME OF MEMBER 
AS COSPONSOR OF H.R. 3550 

Mr. MEADOWS. Mr. Speaker, I ask 
unanimous consent to remove my 
name as a cosponsor from H.R. 3550. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from North Carolina? 

There was no objection. 
f 

LEGISLATIVE PROGRAM 

(Mr. HOYER asked and was given 
permission to address the House for 1 
minute.) 

Mr. HOYER. Mr. Speaker, I yield to 
my friend, Mr. CANTOR, for the purpose 
of inquiring of the majority leader the 
schedule for the week to come. 

Mr. CANTOR. Mr. Speaker, I thank 
the gentleman from Maryland, the 
Democratic whip, for yielding. 

Mr. Speaker, on Monday, the House 
will meet at noon for morning-hour 
and 2 p.m. for legislative business. 
Votes will be postponed until 6:30 p.m. 
On Tuesday and Wednesday, the House 
will meet at 10 a.m. for morning-hour 
and noon for legislative business. On 
Thursday, the House will meet at 9 
a.m. for legislative business. Last votes 
of the week are expected no later than 
3 p.m. On Friday, no votes are ex-
pected. 

Mr. Speaker, the House will consider 
a few suspensions next week, a com-

plete list of which will be announced by 
the close of business today. In addition, 
the House will consider two bills next 
week to fund government operations. 

As you know, Mr. Speaker, House and 
Senate appropriators are working to-
wards a bipartisan agreement on an ap-
propriations package to fund the gov-
ernment for the remainder of the fiscal 
year. I expect an agreement to be 
reached soon. The House will consider 
this package next week. 

Mr. Speaker, to facilitate this, we 
will need to pass a short-term CR to 
allow the Senate time to process the 
bill. I expect to pass this under suspen-
sion of the rules early next week. 

Finally, I expect the House to con-
sider H.R. 3362, the Exchange Informa-
tion Disclosure Act, sponsored by Rep-
resentative LEE TERRY. This bill re-
quires full transparency and accuracy 
from the administration on data re-
ported from the ObamaCare exchange. 

b 1100 
Mr. HOYER. I thank the gentleman 

for that information. I note that he in-
dicates that we probably will not be 
able to accomplish the omnibus by the 
end of next week and, therefore, a CR 
may be required. 

I know that all of us feel that that 
needs to be accomplished as quickly as 
possible. I would point out to the gen-
tleman in conversations that he says it 
is going to be on suspension. I will sup-
port it on suspension, urge my col-
leagues to support it on suspension. 

Can the gentleman tell me, however, 
how long that CR will go that will af-
fect us somewhat? 

Mr. CANTOR. Mr. Speaker, I would 
say to the gentleman in response to his 
question, the expected termination, if 
you will, expiration of the CR will be 
Saturday, January 18. So giving a week 
really, Mr. Speaker, for the Senate to 
act, because we will be acting next 
week in the middle of the week. We 
hope that they will finish their busi-
ness by September—I mean January 18. 

Mr. HOYER. I hope that was not a 
Freudian slip of our confidence in the 
ability to get that done as quickly as 
we would like. 

In any event, I think that is appro-
priate, and I am hopeful that we can, in 
fact, accomplish that. 

I want to tell the majority leader 
from my perspective that if we don’t 
get that done in the short term, then I 
would be very reluctant to support con-
tinuing resolutions at the level which 
has now been substituted for the agree-
ment that was reached in the bipar-
tisan budget agreement. 

There are substantial differences, as 
you know, in the 302(a) allocation, the 
allocation of discretionary spending, 
one at $1.012 trillion and one at $986 bil-
lion, so that there is a substantial dis-
crepancy between those figures. 

We reached agreement on the higher 
number. The Senate came down about 
45, the House went up about 45 and 
reached a compromise. I think America 
was pleased that we reached a com-
promise. I would want to be on the 
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